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1
Decision/action requested

This contribution proposes to add test case on the confidentiality configuration in P-CSCF.
2
References

3
Rationale

The contribution propose add test case on the confidentiality configuration in P-CSCF.
4
Detailed proposal

It is suggested to approve the following change.
*************** Start of the 1st change ****************

4.2.2.3.x
Bidding down on security association set-up in case the P-CSCF policy requiring confidentiality
Requirement Name: Bidding down on security association set-up
Requirement Reference: TS 33.203 [3], clause 7.2

Requirement Description: 

"NOTE 4:
It should be noted that, if the P-CSCF policy requires confidentiality, then all UEs with no encryption support would be denied access to the IMS network. This would apply in particular to UEs, which support only a Release 5-version of this specification or only GIBA according to Annex T of this specification.  "

as specified in TS 33.203 [3], clause 7.2.

Threat References: TBD

Test case: 
Test Name: TC_BIDDING_DOWN_ON_SECURITY_ASSOCIATION_SET UP
Purpose:

Verify that the P-CSCF policy requires confidentiality, then all UEs with no encryption support would be denied access to the IMS network.

NOTE1:
The test case below is optional, which only applies to the P- policy requires confidentiality. 

Procedure and execution steps:

Pre-Conditions:

-
The P-CSCF policy requires confidentiality.
-
The UE and the S-CSCF are simulated.

-
The tester has access to the Gm interface between the UE and P-CSCF.

Execution Steps 

This test is performed in the registration procedure, the UE sends a Register message towards the S‑CSCF through the P-CSCF to register the location of the UE and to set-up the security mode.

Test case 1:

1)
The UE includes only UE integrity algorithms list in SM1 to the P-CSCF under test.

2)
The P-CSCF under test receives SM1 and sends SM2 to the S-CSCF.

Test case 2:

1)
The UE includes UE integrity and encryption algorithms list in SM1 to the P-CSCF under test, where the encryption algorithms are NULL.

2)
The P-CSCF under test receives SM1.

Expected Results:

For test case, the P-CSCF sends a suitable error message message to the UE. 

NOTE 2: the suitable error message could be used to identity that the procedure is aborted.
Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. 

Save the logs and the communication flow in a .pcap file.
*************** End of the 1st  change ****************

